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Readiness Report
Website: abc.com

Business: ABCD

Contact: John doe

Industries:

saas, marketplace

User Geography:

eu, de, ca

Data Collected:

phone, address, age, payment

Payment Methods:

card, wallet, subscription

Business Model:

both

User Type:

both

Sensitive Data:

financial

Tracking Tools:

ga4, gtm, hubspot

Quick Summary

This report is based on the answers you provided in our Compliance Needs

Assessment. It identifies which privacy and security frameworks are likely to

apply to your website, highlights key risk areas, and outlines how Auditzo

can help you move toward courtroom-ready compliance evidence.

Generated: 05 Mar

2026, 09:24

Report ID: E6A090A8

1. Your Compliance Context

2. Frameworks Likely in Scope

General Data Protection Regulation (GDPR) (GDPR)

 Critical:0 | High:4 | Medium:8 | Low:0

 Because you serve users in the EU/EEA or UK, your website and data

WHY THIS FRAMEWORK APPLIES
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processing activities fall under GDPR’s territorial scope.

 Card, wallet or BNPL flows introduce extra security and vendor-

management obligations.

 When your platform targets or is used by children, regulators expect

stronger safeguards and age-appropriate design.

 Account balances, income, credit details and transaction histories are

highly sensitive in practice.

 Google Analytics 4 can collect extensive behavioural data and must be

configured to follow GDPR rules.

 Recurring subscriptions create continuous processing relationships that

require robust governance.

 Postal addresses and ZIP codes can identify or strongly link to a natural

person and are treated as personal data.

 Phone numbers can easily identify or contact a specific person, so they are

treated as personal data under GDPR.

 Storing or processing payment information raises both GDPR and payment

security obligations.

GDPR Art. 4(1)

KEY RISKS & GAPS

GDPR Art. 4(1), Recital 26

GDPR Art. 28, Art. 32; PCI-DSS

GDPR Art. 3 – Territorial Scope

GDPR Art. 32, PCI-DSS Framework

GDPR Art. 5 – Principles, Art. 13–14

GDPR Art. 5, Art. 32, EDPB guidance

GDPR Art. 8, Recital 38; COPPA (for US children)

GDPR Art. 5, Art. 28, Ch. V; EDPB guidance on analytics
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Critical: 0 | High: 3 | Medium: 3 | Low: 0

 Use of Google Analytics in Germany has been heavily scrutinised,

especially where US transfers and inadequate consent are involved.

 You process health, financial, biometric or political/religious data, which

 Your users include individuals in Germany, which brings your processing

under both GDPR and the German Federal Data Protection Act (BDSG).

 Google’s Consent Mode lets you adapt tracking behaviour based on each

user’s consent choices.

 Platforms like HubSpot and Mixpanel often store full user journeys across

channels.

 You serve users in the EU and Germany, which increases the likelihood of

cross-border processing and regulatory attention.

 Google Tag Manager itself is a container, but it can load cookies, pixels and

scripts that require prior consent.

KEY RISKS & GAPS

ePrivacy Directive, GDPR Art. 6

GDPR Art. 28, Art. 30, Art. 15–20

GDPR Art. 3; BDSG; BfDI guidance

WHY THIS FRAMEWORK APPLIES

GDPR Art. 3, 4(23), 56; EDPB guidance

GDPR Art. 25 – Privacy by Design; ePrivacy

RECOMMENDED FIXES & NEXT STEPS

GDPR Art. 44–49; German DPA decisions on Google Analytics

GDPR France (CNIL) (GDPR-FR)
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Critical: 0 | High: 2 | Medium: 3 | Low: 0

GDPR treats as special category data requiring a stronger legal basis and

safeguards.

 Handling card, wallet or subscription payments involves processing

financial identifiers that require strong security and sometimes a DPIA.

 Serving EU and French users increases the likelihood of cross-border

processing and CNIL cooperation with other DPAs.

 Use of Google Analytics in France has been questioned where data is

transferred to the US without sufficient safeguards or consent.

 Handling card, wallet or subscription payments in France requires strong

security and sometimes a DPIA when combined with profiling.

 Processing health, financial, biometric or political/religious data in France

requires strict legal bases and safeguards.

 Google Tag Manager can deploy multiple trackers at once; in Germany it

must typically be controlled by a consent banner before firing marketing or

analytics tags.

KEY RISKS & GAPS

GDPR Art. 9, 30, 32, 35; BDSG

WHY THIS FRAMEWORK APPLIES

GDPR Art. 6, 7; ePrivacy; German DPA cookie guidance

GDPR Art. 6, 44–49; CNIL decisions on Google Analytics

GDPR Art. 5, 32, 35; BDSG; PCI-DSS (industry standard)

GDPR Art. 9, 30, 32, 35; CNIL guidance on sensitive data

GDPR Art. 4(23), 56; EDPB guidelines on cross-border processing

GDPR Germany (TTDSG) (GDPR-DE)



Auditzo Compliance Readiness Report

Website: abc.com

Report ID: E6A090A8 Page 5 of 10

16 CFR §312.2

16 CFR §312.6

16 CFR §312.4(d)

KEY RISKS & GAPS

15 U.S.C. § 6501–6506

GDPR Art. 5, 32, 35; CNIL guidance

16 CFR §312.2 (Persistent Identifier)

WHY THIS FRAMEWORK APPLIES

RECOMMENDED FIXES & NEXT STEPS

RECOMMENDED FIXES & NEXT STEPS

GDPR Art. 6, 7; ePrivacy Directive; CNIL cookie guidelines (2020)

Access and deletion rights are required.

 Parents must understand data practices.

Critical: 3 | High: 2 | Medium: 0 | Low: 0

 Cookies and identifiers require parental consent.

 COPPA applies when children under 13 are involved.

 Collecting children’s personal information is highly regulated.

 Because you use analytics and marketing trackers, CNIL expects a cookie

banner that blocks non-essential cookies until the user clearly accepts.

Children’s Online Privacy Protection Act (COPPA)

(COPPA)
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Payment Card Industry Data Security Standard (PCI-

DSS) (PCIDSS)

 Critical:3 | High:5 | Medium:2 | Low:0

PCI DSS Req. 3

PCI DSS Req. 4

PCI DSS Req. 10

PCI DSS Req. 3.2

PCI DSS Req. 12.8

PCI DSS Req. 7 & 8

PCI DSS Req. 5 & 11

KEY RISKS & GAPS

PCI DSS v4.0 – Scope Definition

WHY THIS FRAMEWORK APPLIES

RECOMMENDED FIXES & NEXT STEPS

Lack of logs increases breach risk.

 Unencrypted transmission is prohibited.

 Regular patching and scans are required.

 Access should be role-based and minimal.

 You remain responsible for PCI compliance.

 Handling payment data increases breach risk.

 Avoid storing cardholder data whenever possible.

 Accepting card payments requires PCI DSS compliance.
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 Downtime affects customer trust.

 Regular assessments reduce risk.

Firewalls protect cardholder data.

 Unauthorized disclosure is a major risk.

 Vendor security impacts your compliance.

 

Critical: 0 | High: 5 | Medium: 5 | Low: 0

 Weak access controls increase breach risk.

 Lack of monitoring reduces incident visibility.

 SaaS and B2B platforms commonly require SOC 2.

 Handling customer data increases trust obligations.

PCI DSS Req. 1

SOC 2 – Availability

KEY RISKS & GAPS

SOC 2 – Confidentiality

AICPA SOC 2 Framework

SOC 2 – Security Principle

SOC 2 – Security & Privacy

PCI DSS Compliance Program

SOC 2 – Security & Availability

WHY THIS FRAMEWORK APPLIES

SOC2Type I / II(SOC2)
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ISO 27001 Annex A

ISO/IEC 27001:2022

ISO 27001 Annex A.8

ISO 27001 Annex A.5

KEY RISKS & GAPS

AICPA SOC 2 Reporting

SOC 2 – Common Criteria

SOC 2 – Risk Management

SOC 2 – Incident Management

WHY THIS FRAMEWORK APPLIES

RECOMMENDED FIXES & NEXT STEPS

 Preparedness reduces damage.

 Unauthorized access is a major threat.

 Third-party controls must be assessed.

 

Critical: 0 | High: 7 | Medium: 3 | Low: 0

 Policies demonstrate governance maturity.

 Higher-risk data demands stronger controls.

 Audit readiness improves enterprise confidence.

 Customer and personal data increases security obligations.

ISO 27001 is widely expected for SaaS and enterprise platforms.

ISO/IEC27001InformationSecurity (ISO27001)
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ISO 27001 Clause 6

ISO 27001 Annex A.8

ISO 27001 Clause 4–10

ISO 27001 Annex A.5.19

ISO 27001 Annex A.5.24

ISO/IEC 27001 Certification

RECOMMENDED FIXES & NEXT STEPS

 Preparedness reduces impact.

 Risks must be assessed and treated.

ISMS forms the foundation of ISO 27001.

 Downtime impacts trust and compliance.

ISO certification increases enterprise confidence.

3. How Auditzo Can Help

Based on your answers, your website touches multiple high-risk compliance areas

(data protection, tracking technologies, payments, and potentially cross-border

transfers). Auditzo specializes in building courtroom-ready evidence reports

for frameworks like GDPR, CCPA/CPRA, CIPA §638.51, DPDP, LGPD, HIPAA, PCI-

DSS, SOC 2 and ISO 27001.

Tracker & Cookie Evidence: Network-level proof of what data is sent to third

parties, with IPs, cookies, and payloads captured via DevTools, HAR, Fiddler,

and Wireshark.

Prior-Consent Violations: Screenshot sequences showing where tools (GA4,

GTM, pixels, Hotjar, etc.) fire before valid consent.

Legal Mapping: Each finding is tied to the correct article/section (GDPR, CIPA,
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DPDP, etc.) so your legal team can argue from evidence, not guesswork.

Actionable Fix Plan: Concrete implementation recommendations (Consent

Mode, tag governance, CMP configuration, data minimization, retention, and

DPIA support).

Next Step:

Reply to this email or contact reports@auditzo.com to schedule a live

walkthrough of your report and plan a full compliance audit for your website

or portfolio.

1.Share this PDF with your legal, marketing, and engineering teams.

2.Prioritize frameworks with High or Critical issues above.

3.Schedule a deeper technical audit with Auditzo (full network + cookie + CMP

review).

4.Implement fixes (Consent Mode v2, CMP enforcement, tag governance, data

minimization).

5.Re-run the assessment and full tracker audit to confirm improvements.

4. Recommended Next Steps for Your Team

This report is generated automatically from your responses to the Auditzo

Compliance Needs Assessment. It is indicative, not legal advice. For legal

interpretation, please consult your counsel.


	Auditzo Compliance Readiness Report Website: abc.com
	Auditzo Compliance Readiness Report Website: abc.com Business: ABCD Contact: John doe
	Generated: 05 Mar 2026, 09:24 Report ID: E6A090A8
	Quick Summary This report is based on the answers you provided in our Compliance Needs Assessment. It identiﬁes which privacy and security frameworks are likely to apply to your website, highlights key risk areas, and outlines how Auditzo can help you move toward courtroom-ready compliance evidence.
	Business Model: both User Type: both Sensitive Data: ﬁnancial Tracking Tools: ga4, gtm, hubspot
	1. Your Compliance Context
	Industries: saas, marketplace User Geography: eu, de, ca Data Collected: phone, address, age, payment Payment Methods: card, wallet, subscription

	2. Frameworks Likely in Scope
	General Data Protection Regulation (GDPR) (GDPR)
	Critical:0 | High:4 | Medium:8 | Low:0
	WHY THIS FRAMEWORK APPLIES

	Because you serve users in the EU/EEA or UK, your website and data
	Auditzo Compliance Readiness Report Website: abc.com

	processing activities fall under GDPR’s territorial scope.
	GDPR Art. 3 – Territorial Scope
	Recurring subscriptions create continuous processing relationships that
	require robust governance.
	GDPR Art. 5 – Principles, Art. 13–14

	KEY RISKS & GAPS
	Storing or processing payment information raises both GDPR and payment
	security obligations.
	GDPR Art. 32, PCI-DSS Framework
	Account balances, income, credit details and transaction histories are
	highly sensitive in practice.
	GDPR Art. 5, Art. 32, EDPB guidance
	When your platform targets or is used by children, regulators expect
	stronger safeguards and age-appropriate design.
	GDPR Art. 8, Recital 38; COPPA (for US children)
	Phone numbers can easily identify or contact a speciﬁc person, so they are
	treated as personal data under GDPR.
	GDPR Art. 4(1)
	Postal addresses and ZIP codes can identify or strongly link to a natural
	person and are treated as personal data.
	GDPR Art. 4(1), Recital 26
	Card, wallet or BNPL ﬂows introduce extra security and vendor-
	management obligations.
	GDPR Art. 28, Art. 32; PCI-DSS
	Google Analytics 4 can collect extensive behavioural data and must be
	conﬁgured to follow GDPR rules.
	GDPR Art. 5, Art. 28, Ch. V; EDPB guidance on analytics
	Auditzo Compliance Readiness Report Website: abc.com
	Google Tag Manager itself is a container, but it can load cookies, pixels and
	scripts that require prior consent.
	ePrivacy Directive, GDPR Art. 6
	Platforms like HubSpot and Mixpanel often store full user journeys across
	channels.
	GDPR Art. 28, Art. 30, Art. 15–20

	RECOMMENDED FIXES & NEXT STEPS
	Google’s Consent Mode lets you adapt tracking behaviour based on each
	user’s consent choices.
	GDPR Art. 25 – Privacy by Design; ePrivacy


	GDPR France (CNIL) (GDPR-FR)
	Critical: 0 | High: 3 | Medium: 3 | Low: 0
	WHY THIS FRAMEWORK APPLIES
	Your users include individuals in Germany, which brings your processing
	under both GDPR and the German Federal Data Protection Act (BDSG).
	GDPR Art. 3; BDSG; BfDI guidance
	You serve users in the EU and Germany, which increases the likelihood of
	cross-border processing and regulatory attention.
	GDPR Art. 3, 4(23), 56; EDPB guidance

	KEY RISKS & GAPS
	Use of Google Analytics in Germany has been heavily scrutinised,
	especially where US transfers and inadequate consent are involved.
	GDPR Art. 44–49; German DPA decisions on Google Analytics
	You process health, ﬁnancial, biometric or political/religious data, which
	Auditzo Compliance Readiness Report Website: abc.com

	GDPR treats as special category data requiring a stronger legal basis and safeguards.
	GDPR Art. 9, 30, 32, 35; BDSG
	Google Tag Manager can deploy multiple trackers at once; in Germany it
	must typically be controlled by a consent banner before ﬁring marketing or analytics tags.
	GDPR Art. 6, 7; ePrivacy; German DPA cookie guidance
	Handling card, wallet or subscription payments involves processing
	ﬁnancial identiﬁers that require strong security and sometimes a DPIA.
	GDPR Art. 5, 32, 35; BDSG; PCI-DSS (industry standard)


	GDPR Germany (TTDSG) (GDPR-DE)
	Critical: 0 | High: 2 | Medium: 3 | Low: 0
	WHY THIS FRAMEWORK APPLIES
	Serving EU and French users increases the likelihood of cross-border
	processing and CNIL cooperation with other DPAs.
	GDPR Art. 4(23), 56; EDPB guidelines on cross-border processing

	KEY RISKS & GAPS
	Processing health, ﬁnancial, biometric or political/religious data in France
	requires strict legal bases and safeguards.
	GDPR Art. 9, 30, 32, 35; CNIL guidance on sensitive data
	Use of Google Analytics in France has been questioned where data is
	transferred to the US without suﬃcient safeguards or consent.
	GDPR Art. 6, 44–49; CNIL decisions on Google Analytics
	Handling card, wallet or subscription payments in France requires strong
	security and sometimes a DPIA when combined with proﬁling.
	Auditzo Compliance Readiness Report Website: abc.com
	GDPR Art. 5, 32, 35; CNIL guidance


	RECOMMENDED FIXES & NEXT STEPS
	Because you use analytics and marketing trackers, CNIL expects a cookie
	banner that blocks non-essential cookies until the user clearly accepts.
	GDPR Art. 6, 7; ePrivacy Directive; CNIL cookie guidelines (2020)


	Children’s Online Privacy Protection Act (COPPA) (COPPA)
	Critical: 3 | High: 2 | Medium: 0 | Low: 0
	WHY THIS FRAMEWORK APPLIES
	COPPA applies when children under 13 are involved.
	15 U.S.C. § 6501–6506

	KEY RISKS & GAPS
	Collecting children’s personal information is highly regulated.
	16 CFR §312.2
	Cookies and identiﬁers require parental consent.
	16 CFR §312.2 (Persistent Identiﬁer)


	RECOMMENDED FIXES & NEXT STEPS
	Parents must understand data practices.
	16 CFR §312.4(d)
	Access and deletion rights are required.
	16 CFR §312.6
	Auditzo Compliance Readiness Report Website: abc.com



	Payment Card Industry Data Security Standard (PCI- DSS) (PCIDSS)
	Critical:3 | High:5 | Medium:2 | Low:0
	WHY THIS FRAMEWORK APPLIES
	Accepting card payments requires PCI DSS compliance.
	PCI DSS v4.0 – Scope Deﬁnition

	KEY RISKS & GAPS
	Handling payment data increases breach risk.
	PCI DSS Req. 3
	Avoid storing cardholder data whenever possible.
	PCI DSS Req. 3.2
	You remain responsible for PCI compliance.
	PCI DSS Req. 12.8
	Unencrypted transmission is prohibited.
	PCI DSS Req. 4
	Lack of logs increases breach risk.
	PCI DSS Req. 10

	RECOMMENDED FIXES & NEXT STEPS
	Access should be role-based and minimal.
	PCI DSS Req. 7 & 8
	Regular patching and scans are required.
	PCI DSS Req. 5 & 11
	Auditzo Compliance Readiness Report Website: abc.com

	Firewalls protect cardholder data.
	PCI DSS Req. 1
	Regular assessments reduce risk.
	PCI DSS Compliance Program


	SOC2Type I / II(SOC2)
	Critical: 0 | High: 5 | Medium: 5 | Low: 0
	WHY THIS FRAMEWORK APPLIES
	SaaS and B2B platforms commonly require SOC 2.
	AICPA SOC 2 Framework

	KEY RISKS & GAPS
	Handling customer data increases trust obligations.
	SOC 2 – Security & Privacy
	Weak access controls increase breach risk.
	SOC 2 – Security Principle
	Unauthorized disclosure is a major risk.
	SOC 2 – Conﬁdentiality
	Lack of monitoring reduces incident visibility.
	SOC 2 – Security & Availability
	Downtime aﬀects customer trust.
	SOC 2 – Availability
	Vendor security impacts your compliance.
	Auditzo Compliance Readiness Report Website: abc.com
	SOC 2 – Risk Management


	RECOMMENDED FIXES & NEXT STEPS
	Preparedness reduces damage.
	SOC 2 – Incident Management
	Policies demonstrate governance maturity.
	SOC 2 – Common Criteria
	Audit readiness improves enterprise conﬁdence.
	AICPA SOC 2 Reporting


	ISO/IEC27001InformationSecurity (ISO27001)
	Critical: 0 | High: 7 | Medium: 3 | Low: 0
	WHY THIS FRAMEWORK APPLIES
	ISO 27001 is widely expected for SaaS and enterprise platforms.
	ISO/IEC 27001:2022

	KEY RISKS & GAPS
	Customer and personal data increases security obligations.
	ISO 27001 Annex A
	Higher-risk data demands stronger controls.
	ISO 27001 Annex A.8
	Unauthorized access is a major threat.
	ISO 27001 Annex A.5
	Third-party controls must be assessed.
	Auditzo Compliance Readiness Report Website: abc.com

	ISO 27001 Annex A.5.19

	Downtime impacts trust and compliance.
	ISO 27001 Annex A.8
	RECOMMENDED FIXES & NEXT STEPS

	ISMS forms the foundation of ISO 27001.
	ISO 27001 Clause 4–10

	Risks must be assessed and treated.
	ISO 27001 Clause 6

	Preparedness reduces impact.
	ISO 27001 Annex A.5.24

	ISO certiﬁcation increases enterprise conﬁdence.
	ISO/IEC 27001 Certiﬁcation


	3. How Auditzo Can Help
	Based on your answers, your website touches multiple high-risk compliance areas (data protection, tracking technologies, payments, and potentially cross-border transfers). Auditzo specializes in building courtroom-ready evidence reports for frameworks like GDPR, CCPA/CPRA, CIPA §638.51, DPDP, LGPD, HIPAA, PCI- DSS, SOC 2 and ISO 27001.
	Tracker & Cookie Evidence: Network-level proof of what data is sent to third parties, with IPs, cookies, and payloads captured via DevTools, HAR, Fiddler, and Wireshark.
	Prior-Consent Violations: Screenshot sequences showing where tools (GA4, GTM, pixels, Hotjar, etc.) ﬁre before valid consent.
	Legal Mapping: Each ﬁnding is tied to the correct article/section (GDPR, CIPA,
	Auditzo Compliance Readiness Report Website: abc.com

	DPDP, etc.) so your legal team can argue from evidence, not guesswork.
	Actionable Fix Plan: Concrete implementation recommendations (Consent Mode, tag governance, CMP conﬁguration, data minimization, retention, and DPIA support).
	Next Step: Reply to this email or contact reports@auditzo.com to schedule a live walkthrough of your report and plan a full compliance audit for your website or portfolio.

	4. Recommended Next Steps for Your Team
	1.Share this PDF with your legal, marketing, and engineering teams. 2.Prioritize frameworks with High or Critical issues above. 3.Schedule a deeper technical audit with Auditzo (full network + cookie + CMP
	review).
	4.Implement ﬁxes (Consent Mode v2, CMP enforcement, tag governance, data
	minimization).
	5.Re-run the assessment and full tracker audit to conﬁrm improvements.
	This report is generated automatically from your responses to the Auditzo Compliance Needs Assessment. It is indicative, not legal advice. For legal interpretation, please consult your counsel.


