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EXECUTIVE CONTEXT

REGULATORY ENFORCEMENT NOW FOCUSES ON TECHNICAL BEHAVIOR

The General Data Protection Regulation (GDPR) governs how personal data of

individuals in the EU/EEA is collected, processed, and transferred.

While many organizations publish privacy policies and implement cookie
banners, supervisory authorities increasingly examine runtime behavior, what

actually happens when a user visits a website.
Enforcement actions frequently focus on:

e Tracking scripts executing before valid consent

e Transmission of IP addresses and persistent identifiers

e Cross-border transfers via embedded third-party services
e |nadequate vendor controls

e Weak documentation of lawful basis
Surface compliance does not always reflect technical behavior.

This screening is designed to identify structural and observable exposure

indicators.

It does not inspect live network traffic or verify real-time data transmission.
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LAWFUL BASIS & CONSENT ENFORCEMENT

(Articles 6, 7, 13; ePrivacy considerations)

Personal data processing must have a valid lawful basis and, where required,

prior consent.
HIGH EXPOSURE INDICATORS

e Non-essential analytics or advertising scripts execute before user consent.
e Consent is implied through continued browsing.

e Consent is bundled with unrelated permissions.

e “Accept All’ is prominently displayed while rejection is hidden or difficult.

e No documented lawful basis exists for specific processing activities.
CONTROL WEAKNESS INDICATORS

e Consent logs are not retained or cannot be linked to specific processing
events.

e Legitimate Interest Assessments (LIAs) are not documented where relied
upon.

e Withdrawal of consent is more complex than granting it.
CONTROL INDICATORS

e Consent is specific, informed, unambiguous, and granular.
e Scripts are technically blocked until consent is recorded.

e Consent records are securely stored and auditable.

Manual review of a banner does not confirm that scripts are technically inactive

before consent.
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COOKIES, TRACKING & IDENTIFIER
TRANSMISSION

Tracking technologies frequently create enforcement exposure where execution

timing or identifier behavior is unclear.
HIGH EXPOSURE INDICATORS

e Analytics tools (e.g., GA4, Mixpanel) execute before consent.

e Advertising pixels transmit IP addresses or unique identifiers before
consent.

e Persistent identifiers (_ga, _fbp, fbc, ttclid, device IDs) are generated
automatically.

e Server-side tracking forwards data to third parties regardless of consent
state.

e Fingerprinting techniques (canvas, WebGL, device profiling) operate

without explicit consent.
CONTROL WEAKNESS INDICATORS

e Cookie inventory is outdated or incomplete.
e Expiry durations and purposes are not clearly disclosed.

e Tag managers load vendor scripts before user interaction.
CONTROL INDICATORS

e Non-essential cookies are blocked by default.
e Execution timing is technically enforced (not notice-only).

e Tracking categories are clearly defined and user-controlled.
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Execution timing and identifier transmission cannot be reliably confirmed without

inspecting live network behavior.

THIRD-PARTY VENDORS & CROSS-BORDER
TRANSFERS (Articles 28, 44—-49)

Third-party integrations often introduce hidden transfer and reuse risks.
HIGH EXPOSURE INDICATORS

e Personal data (IP, device ID, URL parameters) is shared with advertisers
before consent.

e \endors reuse collected data for independent purposes.

e Cross-border transfers occur without documented safeguards.

e Sub-processors are not disclosed.
CONTROL WEAKNESS INDICATORS

e Data Processing Agreements (DPAs) are missing or outdated.
e Transfer Impact Assessments (TIAs) are not documented for high-risk
jurisdictions.

e \endor review processes are informal or irregular.
CONTROL INDICATORS

e All processors are contractually bound under Article 28.
e Standard Contractual Clauses (SCCs) or adequacy decisions are
documented.

e Vendor data flows are mapped and reviewed annually.
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Embedded scripts may initiate cross-border transfers without visible indicators.

PRIVACY POLICY & TRANSPARENCY
(Articles 13-14)

Transparency obligations require clear disclosure of processing activities.
HIGH EXPOSURE INDICATORS

e Privacy notice omits specific data categories or purposes.
e Lawful basis is not mapped to each processing purpose.

e Cross-border transfer mechanisms are not disclosed.
CONTROL WEAKNESS INDICATORS

e Retention periods are vague or undefined.
e \endor lists are incomplete.

e Policy language is ambiguous regarding profiling.
CONTROL INDICATORS

e Policy is specific, accessible, and updated within the last 12 months.
e Retention periods and user rights are clearly explained.

e Contact details for the DPO or privacy lead are included.
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DATA SUBJECT RIGHTS & DOCUMENTATION
(Articles 15-22, 30, 33-34)

Operational readiness is critical for regulatory defensibility.

HIGH EXPOSURE INDICATORS

e No structured DSAR (Data Subject Access Request) workflow exists.
e Requests are not processed within 30 days.

e Breach response procedures are undefined.
CONTROL WEAKNESS INDICATORS

e Records of Processing Activities (RoPA) are incomplete.
e DPIAs are not performed for high-risk processing.

e Consent logs cannot be matched to processing events.
CONTROL INDICATORS

e Identity verification procedures are documented.
e Incident logs and breach notifications are structured and retained.

e Documentation is reviewable and periodically updated.

WHAT THIS SCREENING CANNOT DETECT

This assessment does not:

e Inspect live HAR, DNS, or packet-level network logs

e Detect hidden fingerprinting techniques
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e Analyze server-to-server tracking behavior
e \alidate real-time identifier creation events

e Capture third-party payload transmission timing

If your website relies on analytics tools, advertising pixels, embedded widgets, or
server-side integrations, technical validation may be required to confirm actual

runtime data processing behavior.

EXPOSURE INTERPRETATION GUIDE

Minimal Observable Exposure

Structural controls appear aligned. Technical validation is still recommended.

Moderate Exposure Indicators
Gaps exist in consent enforcement, documentation, or vendor transparency.

Runtime verification may be advisable.

Elevated Enforcement Risk
Missing controls, unclear lawful basis, or tracking execution issues may create

regulatory vulnerability.

NEXT STEP — TECHNICAL VALIDATION

If uncertainty exists regarding:

e Pre-consent tracking execution

e |dentifier transmission
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e \/endor data reuse

e Cross-border data flows

An evidence-based technical audit can verify actual runtime behavior.
Generate a GDPR exposure report to assess:

e Script execution timing
e |dentifier generation
e Network-level data transmission

e Third-party integrations

Scan your website to begin.
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